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based on visual information
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Abstract: Recently, deep learning has been widely applied to video and image based identity recognition and autho-
rization tasks, including face recognition and person identification. However, machine learning models, especially
deep learning models, can be easily fooled by adversarial attacks, which may cause the identity recognition systems
to make a wrong decision. Therefore, dependable identity recognition and authorization has become one of the hot

topics currently. Recent advances on dependable identity recognition and authorization from both information space
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and physical space were presented, where the development of the attack models on face detection, face recognition,

person re-identification, and face anti-spoofing as well as printable adversarial patches were introduced. The algo-

rithms of visual identity anonymization and privacy protection were further discussed. Finally, the datasets, experi-

mental protocols and performance of dependable identity recognition methods were summarized, and the possible di-

rections in the future research were presented.

Key words: identity recognition, visual information, dependable recognition, identity anonymization

1 3|

S VONFIVGIE 2 HIT B AR S i i A,
U B R A P A SRR RGN
NG AT NERG 2 RN, ek,
WA IR 27 2] A5 N LA RO AR R ATURT 45 40 71
3K 7 PR PR R R, TR A R AR A T R
A S VUMATAUE BT, BIE RS2 LAk
B HAR I AEPR RS B AR L S 4y, B2
BUTVZ I OGRS FH o R H PR A B P 5 A5 m R 4
P rh B AR5 B R AW A IR AR, WA R
PR AE R RS B AT T D, 6T ] A 1 &
B3R 77 VR AL R B 37 5T AT A EE R B
AR CIRL K I BE B 3 5 F B AS I 5 R
st

SR, ML SR IR 2 S R )y 2 3|
XPHUREAS I By, B ad a0 i A\ £ 1 ik 8 2
e P iR A T AR R I o Szegedy
SEIOTAE 2013 4F 1 R ILINZE 0 44 25 5 5% SRR
AT Il B, 30 T e R A A 8 ) % ) N R 22
A DURHRF 3 BE In NIRAS B 258 IR Tl NP sl Al
PR 28 7 H A A, Rt 7 E DAHPUREA
Bk I AR, T IRAEAE B AT M B AN L
PRI Goodfellow 45 i — il Rt i o i A
BTk S TT R IR B M 28 I 2 el e, BRAE
A8 FH R 2 9 28 io R rp AT A R LA e 4t R A R
MEPERRL, FEE Y Z BN PIREARRN B R
TAERHUREA AR BGOSR AT e 2D ook 5 N 2
BEAT 1525, Moosavi-Dezfoolis 2B Hy —Fh ik T-4;
PEITALREARBG 7k, i -5 R R A

FASE TR A )3 S e R, AT DASEER 2225 3
BRL71E DI R B 0. 53D, Su 250
bbb RN PURE A AR TV, SR 28 0 v AR 1) B
A, UG SO G R I A5 5% BT B R R
WYL, I 2R/ AR B AE ) T R AL AT X B
AT L AR EE5E . % F8 B0 HURE AR 2 o ot
IREEANZE 28 40, AT A A8 A UG R A
R FE BTS2 — . IEERFREEE
— PR T HURE A AU, T A 2
WX 28 2 2] s AREA IR 48 R R IX A EHLREA
IEH Rt ERE R B TR U b 4]
B S oty 2] i 1) P40 s 0 A 2R KA W %ot LR
AU, 3o — A PG T 45 190 488 1 (R A 1 2
R B RTINS B L v e el kA A R R
3 0 I A i T () SR AR A o TR LUE
IR X PURE AR B ti R PAR 3 7325, R B g
WA SR B B, ki oe g
S RERAAESS o R TP AT 7 5 B 18 1) B
Pk L2 CHR[12-13]. T E RS TR
BT BRI A A S R 38 T — AN B4 10T 1R 9% T
JE 2 S RGP g e, R T RRR
Bt o BRI ) Moty . RIS A N s R A
s 85 U 2 RS IR 2% 3D A5 R () B RA 22 4 Y
Wi o ASCH BIR S SRR A RIZE T, H AT A
A B R T TR 1 B Oy PN R GIE RS2 4
PR B AL DR AP 48 ) R AT S 45 20 B 1 A, PR
AR SN FE it T T LA R e S B R A
FUARFB A T ik 2 TR e R, JF5 A a7t 7
R BRI A R A AT B S R

£ 2019 4F 3 H (Science) 2476 Kk F g 3



3

BERE 2020 £ 11 #

R T AR BT U LA 2 > B2 [ I e Bt
(0 e, A A T B 2 P P 2 R R R A
BT il SCAR R LBt . BEJS, [AAE 10
(Nature) Z%is B&E BV T A2k
ORI G B, HR RV IR A A
IRERI W 2% S5, AR R X 8 2R AT A
HCH (R AS [ R I I A ] B2 2 > B Ry i s sl 1y
SERRSHANHbRZ BRI EH A
P TRIAR /N AR AR A T A AT B 1 28 0 5% 1) i 4 45
RRAEWE ., FIAR BB R AT
PRECHE (1) S PO R Gerb, IR -2 5 0 U0 R
G R I, AR E R AR DRI,
BEXT B U A UE RGEI) a5 0 500k 2L
AT B VR0 1 3 2 A R 1 R B 1 0 R
(e A pb G ar e, s 1 poR, A SCME R
22 [A) (R AT A S 00 RO B« B A T ) R AR
et S PN Bt LA S B A A S BT 3 4
J7 TR W AE A AR ST . Horp, R
27 1B) PR PR £ 4 U B AR 4 £ 0 YU A 3
ANTRI AT B3 Ak A RO 3R 46 1 Bk 7 v FE
XAT NE P RGN Bt ik e s a1 w]

PLECHE D 4 00 B e AR 8 Bt 75 2K R AN ) AT L3
N T NI A Ol 3 PR 0ok g 2RI - R T B R
UM B 7% . SR, ASCE AT %L
T B3 3 Ve 44 AN 4 473 S P K ORL DR A 1 A 75 T 0 %
D UN RGBSR 7 5 R ITSEREA T IR . B
Ji» AT ARSRHIEE  R I He e P 5 SR B
FXPARENE T IR TEREREAT 0¥, EI#R T3
PRI 1) 5 5 J a3

ZS (8] O AT L EBURE B R 5 T

AR S 3 VU I R H bR 5 T A R A 1
P BB ANTR], AT P 2 b o RS I 1)
RGBT e T, Bhim A g B 2 i 5t
NEEAT NP RS DS RGBT T
Pt B EAR H AR IR RS AR BT
TR EAT R A A, DLERAIAE 52 ) 1) w] A A
S U B 0T E R A S R0 S0k ek S o
2.1 SR AR ARGEBE 70

FH TR AR AR B AR 56 T Nt 1 £
PINIE R G 2 Ak B T E R, IR AR
ARSI AN 550 R G 16 RT3 B9 98 37 1l kg 4 ) R 2

2 52

He T TR iﬂTE%ﬁJ‘iFE%UH%

A7 2 TR By T AR B 3 TR 0 B ki

RPN ALY T EY

HER

= %AA% AN |
:w%@* ,

FxdAT ARG RS

*
-

R e WAGTA AN | .
DA Bl Bl
HADLIEO.83 ARILLEO.10)

Py 8] B4 AT B A R I Bt By A S Ra FARIP
. SR b B E AL -
E ﬂ;
DWEEN 1A EaiH AR i
HBAEO.7S AL 121 ' - e senndl
ATEIRE R : T R R AR E
n
A : '
i T ; @ﬂﬁww %ﬁﬁ%F:
[T e 1 PR t

KT T RO A S AR R




iaf ik

o 4.

—o i, R HTBGE AT LR T R R R ¢
R PNYN R S E S S RS NPl = R T g i
BEAT OIS s tom] LU g A D00 R Gt R
R RS I, TP ELEE T A0 1 £ 473
VONRGEIE T TAE,

R B ST BA 1 e R T O B
AT NGRS, S Tl
ML 45 P 8 ok 5 T A 40 19 86 TR NG U 5
R, AR A S AR &SGR A g s N T TN
PUREATHRI LS . Horh, @Bk a2y 2o
SR 34 ey P 2 A (1) i A A B NS4, 1T 28
U TR BRI S HUE R, R
PR R PR AN S R AR O TR EA . 1%
EHE i R BRI A IS E I B, T
IA NI R 28 48 AT AT A0 2 A A il AR )
PSR, B0 A JRAS I 550925 i T A DR R 46
g/ oer kI ESIWNISA K8 e o bR 0] 8

Goswami 25" T ARG RIS R ITARFE . A
G2 Je 8 DX 33 2 B A BRI A SO0 URE AR TE N 11 2 Fh
Bk 77 G RN AL TR B 2 20 I N R O Sk AE
TGS 0 LB I R R PR 1) R, DR —Fi xS
WPLBC AT I 7%, A B s N S At
TIME SIS TR 70 NG € FEE Aot 22 I 23 A5 20 v i)
JERFE I X SR B SR R A Bt . Song %52
P& i i 1 R v RS T IR B A A i Y
7, TG I AR BTk A ) SN R ARRR
€ HAR N B 2 TR SR, IF8 AR R
W 288 A A ) RS RS D 1 A HE B ey, SR R
TR P90 28 445 i NN I TR 3 R o o R 5 1) E
(1o FEERRT AR RS Bk fE v, fREE R
BAEA IO PTG AL ity L, [
IG5 PEAR N A7 K27 Tain [ BA$E HH— s L 0 4t
G BGAE BvERY 3205 vk R R i e A 1
G IO LTI 77 VR 5 R € H bR sl ARRE €
H ARS8y, I Hoof DU e H P A2 B85 6
TP TIRIFLSE o B3, Wang 2L H—Ff

BTGB it 7 a0, T DAFEA R
IR A S T EE N, AR B SUE B
JI6 PG AT T 73 G T 3 2 17 74 e S B Bt Bk
NI SE AN 23 e N HR T8

2 RS N AT DU 2 AR R 2R 46 rp AN AT st
(R FRAL BRER YT, A RE ARG ARS8 1) B R A
R MEIE . 2462 K% Bose S — Rt
X AR A RSB Faster R-CNNPR ) 40 Bk 77
W, TR IR AR B 2% S AR N B AR I
ANRBNE, AT LA A S A RSAS AE AR f A
A, DTSN G G AN At N T A 452 28 iy TR
N 5 45 B T U . Yang S5
CINDRGUN Ak Ay TR G HUPENSE $73 S
o N IAS I ZR S8, M TEZ000] 455 5K S N K €]
BREAT A 2]

UEAR, A PEAT B AT N 3 1) 5 4
PO R 2 BB R, I R AR
PRSI AS AR B DR TR T, RT3 4
BREE R . Rozsa S5O0t A M PAAG A5 54 16yt
Bk AT AT, b PR PR A
W, AT RLR SN T A AR R A L A S ) g
FWT o 3T NI S P A DA 2 () B Bk 7 5K —
J3 TR U R G T S = AT S —
J7 T AT DLS 2K (R AR R S5, R
NI G TS N S 4 IRV L A8 4 IR MERERA
AR SCHAE JG AT R4 TR
22 S ITAFEIRMNARFZHMEG AE

AT NE VU R G > 322 A AUy )2 e T
WSS H bR B 03 TR 5 19 U 4% X S8 B B
0 3 B S LAY T B SCRN T, AR H AT
KTAT NE I R G w584k T & 2 B
Bo BT NFE IR RS RAT BTSRRI
A7 NP N H AR G4 7 AR R 1 R
GG, IR AR S R H bR A %%
BB

AR R AT A B T O H 1 T AT AN EE )



5.

BERE 2020 £ 11 #

BRI B 5 B 4 ) R, 2 R 4T A R
9 K 2 S A AL SE B R R T A i A A P B
AR TR Sy, OB (K BB 5 %2
PP PIRC, FFR T RO U BB 57k
KTAT NE P FIL M TERE . SR, %4
A Bt — b L A DR 4RF 194 2 SR 2 ) AR S15 AR 0] S 5
ERIN P E /NS RS PN S A PN S
PHBA S H A X 47 N5 SR K m HI X 5T+
POEEY, 2 R BAT N B YT S5 AR B G
U5 5 RHEP RSO0, A R STRE A I
i R 2 B0 B B o AR AT T dE A L5 B
FHEIRHE 85 R T 4 . Pk, 225 300k[28)
P T 5 P SRR R K B H AR R SR 5T
T, IR R A e AR R ME T SRR FR
Balifhriz AL fg

FEREHIES (K 5 R0 5 iE R B TAT AR
BILAGE, 2D 2R — PP L 5 00 7 5,
SN2 W a7 SS AV 2 s e e s 1 I 753
BRI IF TR LR R K2
F A LT A S b Oy MU AE Rl i) 20 250
R GETdi i, A A Bt B ) A A R AR
Pt s H bR K8 A PRURIRS 2 15 55 BRI AT 2R iz H
PRGOS, IFBETE T 2 RO AR B LR
P PR IE L, KIKPAVRSE.
Rz BE 0 2 I 5T BT SIS H — ol i S
SHUBC  J5 VE R B S VUM R G REAT B i
TR AVUNOI TP AR AT B R ) PR 1 4
R D SRE, AEH S AR G R Iy RAT 55
MR AIR RS, HAFE RS 02 &
ZE AR PR VR BRI P 9 P AEAEXE LLA R X 7y, 3
BUE MR > RAT 55 R IR HUREA A 135 ¥ 0
DALY 25 25 00 IR L Bedi b A, 2
5 SCIR[3014 H A AN 32 BRXFHUREA A Sl SR, £
T AT AR A AL b AR BN AR R R S TR A
Fe RR AR A BUREA S, FRH A o P 8
/IR VAN TP 2 K P B 71w 2o A I

PN IUEAE
2.3 §txEMBRRANRFEHBE T E

FEAR A R T Lk AR 47 NER
T A5 PR A 1 T ALK K R A5 S 43 R0t
FUAN, AT 1 AR S A ol (0 H AR i oy
HS WU AT 55 Hh A DU S5 BB 5
JAE IR RT3 VAR B N 2 AT AL 5 43 PR A
%, AHIZ LA SRR BT FEEOARTT LU AT 45 £
1 PO S S (A S A SR S T it

i, 7E HERRALSS b, Lu 250 o
B H b AR R (1 e vk e A U
155 1, 226 SCRR[32] 1 U7 T X Hiidedinl BUK
B U JRE o 28 I 5% Y ¥ SO B ARY , ANTT A£E £
FERE I AAR > G RAZ TG, BRI
Fe B R &, InAE A E MR PR ERAT A
HARI 3 RIEER, S st W RERE RS . (R
B MDA IATSS b, BB AR AL
AERA A5 0T TR A5 P 2 A A R H A A 25
AAEEMEM . Che P U F1G B E VA
DR PR FOREAS B et 1) JUT RIS, d bl
BT A AR AL 2 8] RO LB ik, Tl R
IR R BUTPE, R SR 3R e 5 1 DX
R EE A . PR A TR VAR vl fE 52 2 ST 1)
SN, 2525 SCRR[34 10T i X e oy 2 n] LA
PR AEAa TBARAT i 1R 45 R 3 B 0 SR 7
BRI o I — K ARt 2 T T A ke 1) B
AR A By, A 2 Bl WP S R AR BN
N EAT N B PR A AR 2257, i 20T
1oL PR G TR 8 23 9 0 5 i EAT 543 IR0
DRt PR 4150 A RO LT P 23 0 5 543 151
EXMINESE

B THERRS G EA i giahah, iR
R R UG AT X R SR I Ao BT
D3R AT AT e S R, AR
PG JE A ) 23 A5 S 3 i 2255 18 B LA
FPAIRIIN G 2R o O T 4 o T R R A



‘%ﬂﬁﬁ

X

WORESE, A5 ] e A AL EA T T
Yoo FT EIRFRE, S5 SCHR[35]MB i T MUK
XFPUME S IR I Sk _E AR o AR, IF LTS
TR0 AT AT RR S Wi AT SRR, JF 52
Al AR T U 2R DA By F RS IR S S
D5 e Tang PR — R E LA b R A A
MR EBGETE . DA PR B 7 AR AL 5 )
H AR AT K B U AR, DUR A
BN R RN BEBGR e R . R, 4
i N B8l o A K R R, A A I
FE PP T it 22 (12 S50 JSA K Jl A 1 o, A 7 afl LUK
T 1) P 5% 1) 28 4 B0k T 9 LR N T 3 A A R A
Ho BRI, 226 SCHR[3613 i Pl B i SR G BediJy
2 B PO I PR PE XS T4
B 11 3 oL R ST R N HU TR REAT R, A
AR il 2 B AW UG DL B S B PR
AR SR A ki o SO, Naeh 25074 72 AT
i PR TN AN AR 2 el R D ] e ZE (LA
XHHTTRBERIAT A R (K 5. BT
PR A S R P B A 350 SR 5 T
AR W BLDGIEARAL , TT02 2% SCRR[37] 7R BT i i (1 n
18] 5 ) 22 (L R R LT AE AU BB T EUBERDIG I K
RRCER, WINASEESE . SILFEN, %5
HhH T R ARAE AU A S R 2 e 7, A
111 XE LA EUAT RO SO AN 7 2P A

B T LA IR T TR R P IR AR M 2%
R R A i W b, AT T R A A T BA B
R PR RL G NI Ok (PN L EH E)
KT e 2 T SR B 1 22 ) 4 A5 00 4 1 45 R DR B A
AR o KX IRI Ty e SO GEv 22 P IR 2R R A
LIPS EUN Ak S/ SRl e e N TN ]
L EAKRB R GEAR RPN — B . %
VA BN ol BB (192 2 1 2 ) s A R R S B
B IR NPT, AT EECFPUIAA
HEE VR AT: 55 0 B B8 i 173X — 3 B Bt (4 1
fEo EIRERXFHAMAT S5 b (KRS BLA I T AT By

ARSC T IR AT T WL 1) AT 5 R 4 i
—EMIEEAE A

3 YR E MR AEIES R BT

2226 SCRR[391 1 IR 4 HW BUREA By w] LY
EEIE b SR s ST BUR GO E NS E S 1]
Bk, AT HUA IUR AT LR 3 BB SRR AT
7R R AT o ) B A ] P R T A AR 3 R
) ek o 2 0 B 2 (R b, T B R
RN B R A L W PR a] o AR DG
WEOASG . A PR AR 1 91 458 A P2 AR 0 A S AT BV R
S EINSESINEE 22) NI & & I A =R [ AV P4
dr SRR TP MR B A ] P Bt g s
AN ASORs I N A Dy e (1 Bt Jr i A
HEF R T B P S A B0k D ik AN TR I
o HAMSEAK rIIT IR ST Bl g s, Ao 220
PRRRIIRIR T SR G B 220 H AR R
GG A o AN T AT 1 B R
1255, AEASCHE AT
3.1 ETFAMEKRMENRERZE

NG A D 3 Ao i 1) A A B 2 ) v )
FJLLE TSR E S 1R R BN T 28 e A TR0 2R
g8, GURIRFTENIO . SO, =Rk i A
ST NG A O d B AN 5 2% AR S
(R A NI 5 A 37 ¢ R AR 2 18] 1) 22 5 S Do
B, AGE MG P D it S5 6000 ik ] LR A
HZ AR FER I, SR 2 R S B

R e B ST BT 17 B E Ok
A2 g 265 5] N NS A D S AR IIAT 45 Y,
PEAR PH LR 25 501 /N B PR BAAE N JR A Db g A i v
3 9 G AR 22 A 2 S DGR T A SRR A A
e P 2 RO RAE B, v R e L
UL T A G5 Tk. RO S BB
M) P A AP 2 X 2% A 0 200 IR R B0 A0 A2 ) A A Y
S )AL TA] R HZ IR S W 32 ) R Sk s #2 8
SEEHRFERS, AR AR b A i 4



7.

BERE 2020 £ 11 #

VER R M o 15 TR BT AT A I S 4 ol
JETF SR (S G R AR Dot A 5 vk, i
SER LS O it N IR SO G e B AT 20 B, ki
I 22 AT 55 A R 8 I 24 B BRI R A T 95 A A
o Yu ST VR FH 28 90 2% 4R 38R (neural
architecture search, NAS) i ¥ i 74 Oh 1t A5 ] 1m)
A, PG IR IAT 75 R N et 199 5% 45
R RIAS A2

5 ARSI 28 20, H St Bty
MBS ADGH, 5 RERS VIR EHR
A2, DR g N A4 DA 2 Al 77 51032
ACHE TSR N R A 1 5 RIR 2R Y 1R Bk 2 24 i
FORT IR TR o Li 25 g o 2 e 3R b 1A e B
FHBLT & S5 451 RIS AR K2 A B g 1) 8, IF
Bt TG M P A . 5 9 R R S o B
e NS AR . BB THON TR RESE =
5 BRSO E IR N & B EA Tk 2 A
JRI PR TAE BB S ERE TR N B0, S8
SR PR AR AR, SRR T L
P R A & T 58, PR TR T
AT RS RAT I R 2%, 3 ol S e sl 2 . #U
0 T DX RTINSl A A A A DU R e e . %
VYR P LK 272500/ B T B A 28 B 1R i A4 Dy di
WA 5 SR U S R R, 4R AT
IR AR ARG AL) A 265 (1) 5 150 A 0 2R R R I R A
R 53 B B A AL IR ks S ) h kAT 250, kAT T
AN 13 FEAR O G S A IR B . R
TR SRS . 5 NBERI I 50 B 1IR3 A4 A
8, Liv &840 T — MR EIg . wEE
BAE LA 3 PR LR 3 B AS R A e
(0 NG A4 D T R U Kt 1, JF 3R H — Rl T
AMB AR IE Rl AT I 7

H A OC T 23 1] o AR R Dy 3 (1) B+
AR 2, Bl A4 TARER
(RIRIFZ R, B 22 RN PR A4 A 0 A 5% (R B
FUI R W27 SCHR[53-54]

3.2 ETrHTEIMERME %

W A5 223 1) v AR BRSSP A B SR T ER H ok
A LLAE ) B2 8] Ok R R R0 AR 4 R AT I
io R PIEMERE KA Sharif 25 5 B 45 ) It
FIR B Bk k™, AT Bk
UEAE ) B A 1) 30 NG UM AR eI ROR - 4%
PP ST B R LAAE B2 1) w3 E 4 A ek i 1 5
Z PR PRI, il 25 ST B R R TR A
JCHEIA BT AR LA 38 22 25 A1 PE AR Bl IS (V% 3t
Bl SRR L, DL P S B 5
AT (35 3R (4T EDHLAR VL G DARE S 4T B A 6
REAE. JEAh, 25 R BIIT BV DR B P e if 22
P RBEAT IR, DR I 7 255 R X L I S8 mT fig
i TS5 PR IR B ATE o e S ] i s e v 5
A AR MK AR s R A o A
SIS BOREE [ E RPN G TN AT G| s
ITIEAE NI R 2R 28 1R 2Bt 58 A s
AR RDRHUREAS, i s e s CHR B 1R A MK
%o Bijm, EANRVUIREBNL)E, Zk
FH P i 5812 e 2 gk R B I e DR 4 5 5 1
AECE B 5 1 i At A 2R R e DU AS 2 fih e %
Ja 118G, ALAF % AR DB BURAT IR (1B
i

5 R R 37K R A Dy S RLIE 5 H L (1
Komkov 255 tH—Fh /LR _ LR W3 PP 11
THERE NI R GE . 1% T7 R R PR A B 5
FIRAGFTENHLAT BN HI R, AR5 Rk U 20 11 P I3 1
R RV 2 Ta) PR AT DA, B RT 3 S A 0]
ARG R AW, BRILZAh, 3TER XL
P S0 T LIRS I G T P S OAR D, gt
e C S AR APNE I IVAV ESSWIEEES
A

BREE X A ASL I AT U3 2R ST T 4T B
ESE TP S IV E E REIROET N E A I R E T )
N HAR AT NE PR S, LS E R
SNBSS ROR . BN, (e By R SR AR



FUAT ARSI H AR, M DL N T AT
MR, AT 24 e H bR 28 3 T4 T 4T B
TN SESZSURAE AT (T IR X TN o RS
AP NS, B g R L. Thys 2P0
HH 3 T X P 53T BN BUARAR _E I EAE AT TR S
BT 38 A A E BRAS IR o Ol T PR PRE A
P A 20k R 0 T BRI 1 2 75 4 HH LG €
Fe s TP B AT T DA B0 K R Ok
FONPTE S TP IR FAE 55 DT ERAL A () AT 3k 2
2 25 SR, 2% SCRR[S8PKE LI S 4T
B[ 3T R ARMR LA 52 B N 3 3 A A7 AR R K A
FHRIBRAE, DA I S [ AR b K2 5 bR A T2 Bt i
- FEET DA BT BN A T i b (k3 e e e
IR ST EVE TR A EAR LG, K
ZEFT BB R AN BT B 3oL 5 o (1 250
%y I FEAR A 7 B 1) A N )
TEAS R B ORI T DO F 2 AR
R AT N TR ER T R B LT
RO, TR R T C e H AR R
545 e BAR M h R deh b et g, il
K L P S 4T B 214 AR _E 3k B0 I 4T A\ FE R R
SR H . ok e HARdodad B, Al LUK AT
N TR R G082 AT e I S AR 1 P U3
TR B o TAEAT R E BARBGE R,
Af L AT N E K B O e 1 B
PR A ok 37 S 18 ot R T AR A 42 00 110 1 73 A
W RGN E.  2 TR TR B
FATENFITFRRAHY . FTEN S R PIL K AT EN 3
T b O Ak gy 3 A ) 10 Tk AT N b
RN T

M EIR Sy s N AR S TR WA TE S
U R, Wiyatno 251 Hy AT LUK T
FEFT AR ST SO A s 2 W i o
G2 o6 F s s gk ke 2447 N H ARG
G R, AT FARRER S R AR R e
b, A A R R A LR SRR K

() FTENFTTHAR
B2 BT AR AR S0 R T B B S B 7R B

4 FIEES N ERLSRFAKRF

BEAE R T AN AT NS5 n A 1 5 6y
BRMPH R R E N, T R B & 4 1 B
R M R 10 0 2 5 R AT AR . TR a5
s 2 A S BAMRY,  FR VAR D S U R
G IS 4 T AU A 5 B e A kg B A2 A 1)
B WIMAEORFR I AT B stk 45 1) 45 5L () it |
BRI S nEE, EAEE AR NE S
FERIHTRE T, 8 Sl S PO B AR B R IR A K2
ILEEFAORA I H o 2% B 2B 2 1A Ay
TEH M BT /5, XL i i S 015 B
HATRAAMRY BA B E . ETENE, &
VY A S B0t R A R G M X e T,
GO0 R G Bk s AR € I detk B s, Bl
I EROE AR = ¥ NSRS TN U TE Y R E AV
g8, S E LA BT R E W RE, SR
1o SR AT RS A 5 AL T S B e ok
SIS “ 220 (de-identification) ” 1),

BEXT NI G 5 05 BB B 5 e 44 A 9T
AIHAT 2015 47, 25 3CHR[64] 2000 A 1



Q.

BERE 2020 £ 11 #

AT RO A 2 15 25 A A B K S B 477 B 44 4
5L SR 2 )[R T4 - Newton 2511 i —
Tl 44 %y K-Same I NG LRI E0E, RS
B AN BRI K AN ALK B
SPEMERATR R AR, IR AR BB |
BENECE I AR S 5N T
WaFs, MR A4 A0 e N R A i e . AR T
FE SN > 7V R ] R vh 5 s 44k S B
AR GE I 27 SCHR[66] U 42K i A5 R P 27 )
FOR I R R ANAE AT AR E I B 44 40 5 B AL DR 7 1
(IR HT, B 44 A J 1R R R0 5030 A A0 o o 5
PEJT AT — e b o N IRPRE S AR G TR
&2 S BB S AT I 1R

Meden 5 MWERUNZ ML K-Same 5K
FHEE G, G AR AR N 25 R ZR4E (AR
i PG A= il v B B (M) B A4 A N, I HLmT BAAS ol
(SR AP A i TN N i 7 B o i
PR R 5T A1 BB T i A jion e A
20 (1 NGB 44 A0 3008, T DU 4 1R A ekt 3
00 23 i) = 5 i N NI B AT A ) 232 R S5 e 44
KR . 225 SCHR[69] R R H I F AR oxs fit b 2%,
TFAE P 28 R ILA b 390 T S0 e AR AL B £ 4
FRIEAE B, DASIA— R AR R B 4440 5 Nk
5 IR B B TR S5 R ARABLRE - AT 2B 1 25 54 5
(o e 40 A 1% 1 % R K% Sun 25070
St T NI B AE B0 TSR FA RS 7V %
D3 VE T ST NI B RS I SR T S S A A A
B AR PG TR NG DXk 7 o B 2 B
BORIAL B, 5 i DA 4G 5211 JEAEDKE 3 B Bl B0k
Ak 3 TR S X R R ke, A5 B B 004 SR BE
Ja & A o BREE R MG B 1) B 44 4651, Facebook
N TR ESER S Gafni 20T 02 VAR H T i 4R
Y SE I N B 4440 770 PRAIES B 1) £ 4 B
A AAN T B2 B L rpon) H T U ) B A
B BRI ) AR 233 O, &
15 S N — B LA T B . 2% SCHR[71]

TEXTPT A Gu i s BB IERE b, s T A2 2
UL H b ASSEHRFAE RO PT E G i 2 11 52245
fE b, SRS S A JE B RIS () T
B TRE ) R R R RS . ROk 5
W TR AR SR AEAAL , AR B A
M5 e B 5k R 18 T 56 al R rh
G AR, TR R ] 2 R B A4 AR
(1 5 ] AL Gu S0PV H Ao S R 6 (1
NI UG B 44 5 22 A 7. %78 J71H
AJ LA K GRS B b ) B A5 B AT B 44 1k
BRAEs 0 J7 ARS8 IE RS A IR I 0 R mT DLk
1T AR IR s e NI S, i 4 i as %
T R ISP A I B R S 0 T NI PR A 45
BATIRSR I Sy R R R T Dy RE

B 76 R A T S A5 B AT E A4 AL
Ah, EERTSLAR AR A YRR Ao PE ) . AR S R 1
B FA OR A 5 A F e o B VAR M S oK
Othman 25719 VR4 H A ek NG 8 26 AL 11 e
AORF S, B IE 6 A G kAT Ak BEAE G
RO BRI  AEES . PO SR I AR R IR e
5SRO TS 00, AT BT AR A8 45 5 4 iR
53 22 48 O] WS IR R o O B R A
oyt g oAt J P B A « 228 SCHR[ 73R BT AR ]
B E ) S, R — koA S & e R N 1
G5 BT T X 3 ) AR R Rl LASEB
St 3 R P D K o 535 P R M 7 K2 Mgl 2507
ZRIDAEDS KN = 27 NG N PN SO DN A SN IIEEPS
PR JEE PR RN BT, AT UK B o A A 0 A2 28
NG 1) e e 7 A R S T IR TR B, PRl A
TN SR BN R IEAAS, DA AR 2
FRPE I BAFA . ZE LRSI, Chhabra 2575320
A HLTF RS T 2 AN AR & Pk B A () [R) 22 B
PACFRG B . ESEBR N SR
VEIZ AR BE 6] 1 N A 1) Ji e B Ao A I A 28
FAEEZE Y, K, Migalili 250742 - RhkE T
TP I 2 1520 (1) 22 i NI e P B FA DR 3 T V%



«+10 «

R NG R B RIS EARPR 3 A4S0
FHRSL IR J Ik 722 ), SR DR A M AR 10 5
17 P9 By RE L Al 1 [7] 2 5€ B 22 A I P8 1K) BE A £
¥, FERT D BIR AR M R .

5 HiRENBRIEEST

AT R A2 BONAE S 73 [ A A7) 3 ] AR
A (R PR ES A B 4 R0 B 7 vE AT HH A
LI TERE BT, R 1 A T AR B A AT
PREHE B 0 U0 R GRS TSI R DL, A
AR S I R B a2 Ak B 11 £
BRI

ERCH NG R G AR Tk, i
SRR FRE 1R NG Bk AR A Dy S 56 5 P2,
LFW!L, CelebA®HI CASIA-WebFace' "%, LI
F B T BB 2 P IR EE M 5 I ke 0
AT I B B AR K 2 02 H AR
e S RN 5~ = % I N PR 1 I A S
VGG-Face®®, SphereFace™ fl ArcFace!™4%, fi
HAS (R B ORI BE K 22 W DA RS ) Ml PR
NI H 1) 5 IR HER 2 55 8 bR . B, =%
SCHR 2017 A 28 14050 v S AR (R0 0 AR 1 ) 4%
XM R AT R S B A A B Gty IFR
XIHUN G B Bt D 6T S5 A % (mean av-
erage precision, mAP). XHT A FLL AR IR
SRR AR ABLRE DA K B0 B o s VP A A D VA 4R

bio LLBGE ArcFace™ ARG R LB, 16 A&
Wik FFYERSR mAP b 56.26%, iM%
Witi 5N mAP 4 9.07%. S 45 Fn] Wl T8
B I TGV SR B AR RN FR G 1) Y 45 2 i F 2
BfE B, Pl B e 5ok . 2% 3CHk[21 )52
TXHTIINIGE G ITVE, IF o mlgeiE 173
i AR R G A2 v JoRe i H bR 50 IR R
i Cobfuscation attack) FIHRFE H bR & 473 (1) Dh %
Yt (impersonation attack) MR i 5e. %77
2R Bk 1 Dl 2 0 2 W G B A 1 R DEAL
$54%, 1F FaceNet™ . SphereFace®™ Ml ArcFace!™"
NN R G BT Mo S . IR FE LB
ArcFace™ NI R G B, GRS
%ITVEAT LAAT 64.53% 1) Bty 18Dl 28 1 75 D 2 B0
AT DU 24.30% 1) BUti 2% o

TEXHAT NEBONRG W ik, KZFH
LA AT N U B AR R AT B I Sk,
Market-1501"71 DukeMTMC-reID™1%%, %25
BR[2718 th kA7 N Rl i R o ) e g R e A
MBS HHEAR T A e AR
Wokidm 5t R e R T A E UL HACNNE
H1 Mancs® 15286 P . HACNN Fll Mancs 7
Market-1501 %4 5 £ 73 5| 7] LURAS 75.28% AN
82.50% 11 PR mAP, il B a st s T
PRI R IR 40% 204, S0AE T X Pisctnt
AT NE VN R G810 G AT 46 ) - 27 SCHR[28]

F1 ER=ERAIILEYE SR 5 BE SRR

R4k A1 S K PR B Br A
Yoy N R &= 48 %75 HR[20] CASIA-WebFacel””!, MS-Celeb-1M"*), LFW!™! SphereFace!®™!, ArcFace®'!. MobileFaceNet!*?!

S 3HR[21]
S HR[22]

BWAATAERRIRG  SHIH[27)

2 HR[28]
MSMT17%%
WP H RN R G 225 HR[29] CASIA-A®?!, CASIA-B*
BHEYHRB30]  CASIA-B

CASIA-WebFacel””!, LFW!™!
CelebA®¥, CelebA-HQ™!
Market-1501%"", DukeMTMC-reID®*!

Market-1501%7", DukeMTMC-reID!®®!,

FaceNet!®, SphereFace®™. ArcFace!®!
VGG-Face!®!
HACNN®, Mancs!®”!

BOTM!

CNN-Gait”®!, GaitSet!**!

GaitSet!™®!




11 .

BERE 2020 £ 11 #f

P BT AT N T HE P 45 S fRE P e BT
Y7k, FEZAMT NE PN B T 508
7 AR et BOTU AT N F R R G ] LK
IRERA S NI BT 65% LA T4k 2ok s P2
HERZ /N T 2%, BUS TR MBGERCR. AT
U PPl LB PR RS, %l U
—FfoPH4) R K8 FR (mean droop rate, mDR), Ff
43 IAE Market-1501%"), DukeMTMC-reID™ 45 4k
ERAIE T Bek BOTP M NSV RLI4E R

HEBHSE VRGN kP, AN LR
MR By H R 2 A8 4 CASIA-APTAI
CASIA-B®Y, I AT 56T 48 2 31 (1120 2 U031
ZA4 CNN-Gait® 1 GaitSet”h = . 2% Hk[29]
P I AN s (120 S U B ik, JF
G359 O S AT o R A DA R AR
Sl R GEUMER 255 2 A 7 AT VPAL « 225 SCIR[30]
PR PO BURE AR A i S, LB AE D 2
Hh S R R P N et PR Bl R B 25 A U
RYGL. AESLE i [ D A S R ok i
FHREG, wf MR R R 60%LL F, Jf
HBEAE AR S ok e G 3G n - Mok
SFAR T I 2

2 QN T e () PO TR T B )
AR G0 U R G B s . BT
H RTAHDCHEUIR 2>, 384 7 i 2% SCHR[SS, 59]
SRECT B AR s, B 7 e A )
RGNS IA I AR I Sl R AT S5 56

TEVCHRE RS (R £ b, AR T s TR BE S 2 1
RN JGARGIAER OpenFace®”. VGG-Face®ak
HARKIEE R Faster R-CNNP®L YOLOV2P kAT
Wi o 22 SCHR[SSTHIE X BUIR 85 22 97 7T LT B
SR AT NN R BGh, JfE A
i AT IR I RO R B S . S
RINAE G ek I AT LA 80% LA (R A Aot
BRI RIEIR, UURAEhBEBGE 13 68%I1)
RRATUT b NG 18 Dy A 2 J e 8 H bR S e 2795
BR[S 71t — R ond HrBcets B S 4T B IRE I 21 i
AP 5A?AS 7| BL G T RPN R NS L AN ok &
% CASIA-WebFace”"! b kAT Brats A P50 5175
ArcFace RS2y o 1255 A% 4% B0 B MIABLE 4
VSRR MR =2 AN AR = MAAYIIDAE N S S SR NDI S K (P
FEREAG 0.5 LA b, A RINBEERR . 2%
BRSOV X BT S 4T BN £ FAK T Al F oK Biidi Faster
R-CNNPSHI YOLOV2 45 H AR R 4%, JFi15E
Bk J Ly A Aot 450 by 4 38 I AU Aot 48 ) EE A
YE B Il % (attack success rate, ASR) KiF
B B R RE o 27V TSR o 2
XHUE AT NS, IE e mlfE =N =4
FINZREE R ML 50 B kAT S8 . LB
YOLOV2 HriBEs Ao, 1% 732 0] LATE 2 N Fil
AN o ml S 64%H1 47% M Bt 2% . H
TEAG R P s, FERLGETERE
AR N, ARIR O] DO B H A DAL 1
P ) S W o 2276 SCHBR[60]38 H —Fieke x4t Bl S 4T

F2 YR R AT AR SR A B SRR TR

1554k fRFM VL S0 K W BrdisA
TEIRBT S, B AR SE 5% 30Ik55] AR e OpenFace””. VGG-Face!™
ITENEHEEZE, e AR RS S5 3CR5T] CASIA-WebFace!” ArcFace!*!
ITENAUR %, Bt ARIRSE 5% k(58] Inrial!®” YOLOvV2P”
TEL AR ZE, Bt ARG 5% 30k[59] EfieiE Faster R-CNN'"®, YOLOv2”
O FREZE, BEETATERMARSE % ICIR[60]  Market-150187 . [ 22545 48 PRCS AT MBS
FTENE SR %, BEEAT AR RS SH%3CHRk(61] Efies GOTURN!Y




iaf ik

12«

BV g A R B AT N E U RGN k. %07
PAEAT N U SR A I Market-150157VR1 9 2t
e PRCS AT, FEXTIE TR
BORIAT NP AT Bt . 1200570 LA
WS N Z AN AN R B S RS R A AT Bt s s
HT B S R, kR I 5 R AL
KB 74.3%[) Rank-1 HERTR FEEAT 61.1%1)
SFIHERE mAP R SRk, bR
SN LIS 28 A P I D ek e G
Y3111 Rank-1 VR A UERR 2293 ) 47.1%A01
67.9%, MIMISIE T 1] 4T Bt B 8 ke B 147
N TRURIASEIRY (1 £ 473 U3 R 03 B 1) B o

MIA T3 00 SE 5 VAL I R e T DUE 21, B
A ST TR 16 5 0 U R G BGE T S Ad T
G B, 2 AT SRS — (1 SE 0 1 B R TR R
PEA AR . B I BRI AR R Bt 75 5
AT HARBR R 2 RE 1, 2R AR DG AR Tk e Xy
b 543 M RAE . DR, S 88— 19 543 U3
RGIGTVEREVPAL AR 2 A Sk 75 22 H R UOGTEI In)
Wz,

T N IR 1% A £ 3 R W0 ) 2 T B Al AR A
%, 1EZ 7% 3CHR[52, 10210 LA I A4 o
DA BEREAT TR IF I 4, AR SCA IR .
(ERES SERNPINPN RN RER SRl B & T i ]
BRI S 56 DAk e 32 0 T 08 A i A Oy
MR . 2 DL R S R 0 B S R Ak
BEJ1 3 AN FER LR SRR Mz AR D),
IR S RN R R N o L5 NI 7 S LR S LLE S N
SERR N e i, o RR A B v SR
FUHT 5 5% (A1 BB 6 e A0k 38 B 1) 5 32 9
AT RCE FE Sz N, R R A B 2R AT
TR E AR B e AT R A 25 o 225 SCHR[S 1]
RATT AL 13 Pl N T A B 32 288 28 11 K R A 4
W Siw-M, JEXE = 4erm B dcd . ol Bk L
Aoy DX 3k P 3 Bl S R B AT 40 5, NI
B ¥ T 0 56 A TR0 A 0 28 70 Tk ) A 7R

. 2% SCHRTI020 KA T 65 B4R, £
Fe 5 5 B 4T BV Bt T = o
LR 4 P RS2, T BLAT B T 4R
P (R 5 1 PR L B R T
Mz A g

6 ZHRiE

ARTONS BT ] R EE T B R R AIE
JHEHAT TR 50 b, 90 W& B 2 ] 5 )
A AN 5 3 R0 B DB T e . e,
{5 S 1A B 3 R0 Be ki T VAR A 5 3 TR 2 %
(RIAN )Rl 23 D 3 s 7 55 B B TR R 4 1
Bl LR R & s B AT AT N R G 5 0
SRRSO BT AR L2 1) 1K) 5 73 U3 B o
JHER ORI T e N A Oh e (1 Bt U ik
AN AT S U S Bk ik BJR, X al
LB 5 0 B A0 5 B 0 I PR IR B AL DR 9P BT T
e fehe, OSBRI B R 0 K 12 A i
KMEDLREAT T HGNAN 4G

JRUE BT AT AL (R AT B4 URUORI 9 2R
g R, ARIMTBAT I AT ARAAAE € 1R R
P, JF HATLLU T A

(1) BZANR 5

M T A0 S R R BE  5 E 2 HA
A, WAL, AT SRR AN R
SV B B AR S DS 1K) RO R BE A ki, 6 A M
PO AT NE U5 R G LBt b B A
(RIS 2 —AMEA BT A PR

(2) X%

PUAT (6 PR A A 1K 22 B e B A1 0
M ARhR, 102 T A O P I S A AL o
AP SIS s 2T el LA B4 T
R e AE Y B A 8] (0 S A3 R0 R e Bl b, BLA
INCIEIEL BN B W DRI E S TIPS
T, AR SE B st AR o ARRBIE ST B
B SADS BN S E LV WS =will i S8 S NI



13

BERE 2020 £ 11 #f

FEORUEBGEAT R PE AT $ B BEvt H S il H
S AN G LA H IS P %

(3) IR AL IR

FETT AL ECHE By e 44 A 5 B R DR T o, B
TR BR PR B £ EAT N PR REA T B 44
AEHEAS, FABRLGERE S AR . B
A REL R G PR —E A, P
MK LE R B 2 2R N B FA PRI AE A 1 — DT

(4) PEREVPAS AN 2 T Hidha i

TR VI IS 7 R RPRAR L LIV IIPN
MRS 5 R Bl B . Biltn, fEX PidEA L
FRAIE A U R AT T — A BL S B A B0 4 T
TG R S PRS0 UE, AR R w702
BRSNS T HUREA T (RIRE o AR10,  H ik
Z KB IG 84T AR HTREA S 4R, iR 4R
JF R PLRENS 1% -5 5 (3 R0 2R G0 7 A A R 4 i ) L
SRR G K, R T S R R S
PRYEAT AT WF T RAT 2R

(5) AT RLECSE 73 SO AT AR T

H R A R 2 5 T TR 19 543 20 55 3R
I LRPS IR EEUIPAR LY G Rl S I 13 Doy F Y G i
U5 FMARSE) AR RS AR IR
A LAT N S A I S5 A PR L el L 7
PP RIE WU T T ML (1l 45
S U S ATERE S H RA MRS, d - rl s
S PN T A4 5 B B FA R 45
J7 HRAT RO, R R A Y B A 8] R AT S B
A7 VU TR OGS 4 i T A2 5l ) A B M 9 5
D PR AL T R (R Bk, AR AR OR R EE
A RENIST -

Sk

[1] BEWR, BhAEHE, RAER. AR T AEYRFAE R RS 1R 22 Ik
8B AIE T R[], BERFE, 2017, 33(2): 22-31.
ZHANG J W, YAO Z J, WU Z D. Multi-server identity authen-
tication scheme based on biometric and chaotic maps[J]. Tele-

communications Science, 2017, 33(2): 22-31.

[2] WHEE, EIE, 358, %5 2UWESIT NEIRBITLEI]. A

k23R, 2019, 46(9): 1869-1884.

YE Y, WANG Z, LIANG C, et al. A survey on multi-source
person re-identification[J]. Acta Automatica Sinica, 2019, 46(9):
1869-1884.

[3] NAMBIAR A, BERNARDINO A, NASCIMENTO J C.
Gait-based person re-identification: a survey[J]. ACM Compu-
ting Surveys, 2019, 52(2): 1-34.

[4] WANG M, DENG W. Deep face recognition: a survey[J]. arXiv
preprint arXiv: 1804.06655, 2018.

[51 R, sHf, frid, &8 ZMERR KSR E A
JEUNI]. HAS R, 2018, 34(4): 31-40.

TANG B, JIN W, FU R D, et al. Face recognition using decision
fusion of multiple sparse representation-based classifiers[J].
Telecommunications Science, 2018, 34(4): 31-40.

[6] SZEGEDY C, ZAREMBA W, SUTSKEVER I, et al. Intriguing
properties of neural networks[J]. arXiv preprint arXiv:
1312.6199, 2013.

[77 GOODFELLOW IJ, SHLENS J, SZEGEDY C. Explaining and
harnessing adversarial examples[J]. arXiv preprint arXiv:
1412.6572, 2014.

[8] MOOSAVI-DEZFOOLI S M, FAWZI A, FROSSARD P. Deep-
fool: a simple and accurate method to fool deep neural net-
works[C]//Proceedings of the IEEE Conference on Computer
Vision and Pattern Recognition. Piscataway: IEEE Press, 2016:
2574-2582.

[91 SUJ, VARGAS D V, SAKURAI K. One pixel attack for fooling
deep neural networks[J]. IEEE Transactions on Evolutionary
Computation, 2019, 23(5): 828-841.

[10] PANG T, DU C, DONG Y, et al. Towards robust detection of ad-
versarial examples[C]//Proceedings of Advances in Neural Informa-
tion Processing Systems. Montréal: ACM Press, 2018: 4579-4589.

[11] JIA X, WEI X, CAO X, et al. Comdefend: an efficient image com-
pression model to defend adversarial examples[C]//Proceedings
of the IEEE Conference on Computer Vision and Pattern Rec-
ognition. Piscataway: IEEE Press, 2019: 6084-6092.

[12] sRAE, Zef5, RIERA. B S X HUREAS ][], o

FHLEAR, 2019(8): 15.

ZHANG S S, ZUO X, LIU J W. The problem of the adversarial

examples in deep learning[J]. Chinese Journal of Computers,

2019(8): 15.

YUAN X, HE P, ZHU Q, et al. Adversarial examples: attacks

and defenses for deep learning[J]. IEEE Transactions on Neural

Networks and Learning Systems, 2019, 30(9): 2805-2824.

[14] HE Y, MENG G, CHEN K, et al. Towards privacy and security
of deep learning systems: a survey[J]. arXiv preprint arXiv:
1911.12562, 2019.

[15] FINLAYSON S G, BOWERS J D, ITO J, et al. Adversarial

[13

[t}

attacks on medical machine learning[J]. Science, 2019,
363(6433): 1287-1289.
[16] HEAVEN D. Why deep-learning Als are so easy to fool[J].



14 .

Nature, 2019, 574(7777): 163.

[17] TREFE, sME, T, & alETHE MurT S kD).
AR 5 BEFE, 2010, 402): 139-166.

SHEN C X, ZHANG H G, WANG H M, et al. Research and
development on trusted computation[J]. Science China: Infor-
mation Science, 2010, 40(2): 139-166.

[18] SHARIF M, BHAGAVATULA S, BAUER L, et al. Accessorize
to a crime: real and stealthy attacks on state-of-the-art face rec-
ognition[C]//Proceedings of the 2016 ACM SIGSAC Confe-
rence on Computer and Communications Security. New York:
ACM Press, 2016: 1528-1540.

[19] GOSWAMI G, RATHA N, AGARWAL A, et al. Unravelling
robustness of deep learning based face recognition against ad-
versarial attacks[C]//Proceedings of Thirty-Second AAAI Con-
ference on Artificial Intelligence. New Orleans: AAAI Press,
2018.

[20] SONG Q, WU Y, YANG L. Attacks on state-of-the-art face
recognition using attentional adversarial attack generative net-
work[J]. arXiv preprint arXiv: 1811.12026, 2018.

[21] DEB D, ZHANG J, JAIN A K. Advfaces: adversarial face syn-
thesis[J]. arXiv preprint arXiv: 1908.05008, 2019.

[22] WANG R, JUEFEI-XU F, XIE X, et al. Amora: black-box ad-
versarial morphing attack[J]. arXiv preprint arXiv: 1912.03829,
2019.

[23] BOSE A J, AARABI P. Adversarial attacks on face detectors
using neural net  based
tion[C]//Proceedings of 2018 IEEE 20th International Workshop
on Multimedia Signal Processing (MMSP). Piscataway: IEEE
Press, 2018: 1-6.

[24] GIRSHICK R. Fast R-CNN[C]//Proceedings of the IEEE Inter-
national Conference on Computer Vision. Piscataway: IEEE
Press, 2015: 1440-1448.

[25] YANG X, WEI F, ZHANG H, et al. Design and interpretation of
universal adversarial patches in face detection[J]. arXiv preprint
arXiv: 1912.05021, 2019.

[26] ROZSA A, GUNTHER M, RUDD E M, et al. Facial attributes:
accuracy and adversarial robustness[J]. Pattern Recognition
Letters, 2019(124): 100-108.

[27] BAI S, L1'Y, ZHOU Y, et al. Metric attack and defense for person
re-identification[J]. arXiv preprint arXiv: 1901.10650, 2019.

[28] DING W, WEI X, HONG X, et al. Universal adversarial per-
turbations against person re-identification[J]. arXiv preprint ar-
Xiv: 1910.14184, 2019.

[29] JIA M, YANG H, HUANG D, et al. Attacking gait recognition
systems via silhouette guided GANs[C]//Proceedings of the

constrained optimiza-

27th ACM International Conference on Multimedia. New York:
ACM Press, 2019: 638-646.

[30] HE Z, WANG W, DONG J, et al. Temporal sparse adversarial
attack on gait recognition[J]. arXiv preprint arXiv: 2002.09674,

2020.
[31] LU J, SIBAI H, FABRY E. Adversarial examples that fool
detectors[J]. arXiv preprint arXiv: 1712.02494, 2017.
[32]HENDRIK METZEN J, CHAITHANYA KUMAR M, BROX T,
et al. Universal adversarial perturbations against semantic im-
age segmentation[C]//Proceedings of the IEEE International
Conference on Computer Vision. Piscataway: IEEE Press, 2017:
2755-2764.
CHE Z, BORJI A, ZHAI G, et al. Adversarial attacks against
deep saliency models[J]. arXiv preprint arXiv: 1904.01231,
2019.
XIAO Q, CHEN Y, SHEN C, et al. Seeing is not believing:
camouflage
rithms[C]//Proceedings of 28th USENIX Security Symposium
(USENIX Security 19). Santa Clara: USENIX Association,
2019: 443-460.
WEI X, ZHU J, YUAN S, et al. Sparse adversarial perturbations
for videos[C]//Proceedings of the AAAI Conference on Artifi-
cial Intelligence. Honolulu: AAAI Press, 2019: 8973-8980.
[36] JIANG L, MA X, CHEN 8, et al. Black-box adversarial attacks
on video recognition models[C]//Proceedings of the 27th ACM

(33

[t}

[34

[}

attacks on image scaling algo-

(35

=

International Conference on Multimedia. New York: ACM Press,
2019: 864-872.

[37] NAEH I, PONY R, MANNOR S. Patternless adversarial attacks
on video recognition networks[J]. arXiv preprint arXiv:
2002.05123, 2020.

[38] TANG S, HUANG X, CHEN M, et al. Adversarial attack type I:
cheat classifiers by significant changes[J]. arXiv preprint arXiv:
1809.00594, 2018.

[39] KURAKIN A, GOODFELLOW I, BENGIO S. Adversarial

—

examples in the physical world[J]. arXiv preprint arXiv:
1607.02533, 2016.

[40] EYKHOLT K, EVTIMOV I, FERNANDES E, et al. Robust

=

physical-world attacks on deep learning visual classifica-
tion[C]//Proceedings of the IEEE Conference on Computer Vi-
sion and Pattern Recognition. Piscataway: IEEE Press, 2018:
1625-1634.

ZHANG Y, FOROOSH H, DAVID P, et al. CAMOU: learning

physical vehicle camouflages to adversarially attack detectors in

[41

—

the wild[C]//Proceedings of International Conference on Learn-
ing Representations. Vancouver: OpenReview.net, 2018: 1-20.

[42] PAN G, SUN L, WU Z, et al. Eyeblink-based anti-spoofing in
face recognition from a generic Web camera[C]//Proceedings of
2007 IEEE 11th International Conference on Computer Vision.
Piscataway: IEEE Press, 2007: 1-8.

[43] LI X, KOMULAINEN J, ZHAO G, et al. Generalized face
anti-spoofing by detecting pulse from face videos[C]//Proceed-
ings of 2016 23rd International Conference on Pattern Recogni-
tion (ICPR). Piscataway: IEEE Press, 2016: 4244-4249.



15

BERE 2020 £ 11 #f

[44] YANG J, LEI Z, L1 S Z. Learn convolutional neural network for
face anti-spoofing[J]. arXiv preprint arXiv: 1408.5601, 2014.

[45] LIU Y, JOURABLOO A, LIU X. Learning deep models for face
anti-spoofing: binary or auxiliary supervision[C]//Proceedings
of the IEEE Conference on Computer Vision and Pattern Rec-
ognition. Piscataway: IEEE Press, 2018: 389-398.

[46] TU X, ZHANG H, XIE M, et al. Enhance the motion cues for
face anti-spoofing using CNN-LSTM architecture[J]. arXiv
preprint arXiv: 1901.05635, 2019.

[47] LIU Y, TAT Y, LI J, et al. Aurora guard: real-time face an-
ti-spoofing via light reflection[J]. arXiv preprint arXiv:
1902.10311, 2019.

[48] YU Z, ZHAO C, WANG Z, et al. Searching central difference
convolutional networks for face anti-spoofing[J]. arXiv preprint
arXiv: 2003.04092, 2020.

[49] LI H, L1 W, CAO H, et al. Unsupervised domain adaptation for
face anti-spoofing[J]. IEEE Transactions on Information Foren-
sics and Security, 2018, 13(7): 1794-1809.

[50] YANG X, LUO W, BAO L, et al. Face anti-spoofing: model
matters, so does data[C]//Proceedings of the IEEE Conference
on Computer Vision and Pattern Recognition. Piscataway: IEEE
Press, 2019: 3507-3516.

[51] LIU Y, STEHOUWER J, JOURABLOO A, et al. Deep tree
learning for zero-shot face anti-spoofing[C]//Proceedings of the
IEEE Conference on Computer Vision and Pattern Recognition.
Piscataway: IEEE Press, 2019: 4680-4689.

[52] LIU A, TAN Z, LI X, et al. Static and dynamic fusion for mul-
ti-modal cross-ethnicity face anti-spoofing[J]. arXiv preprint
arXiv: 1912.02340, 2019.

[53] GALBALLY J, MARCEL S, FIERREZ J. Biometric antispoof-
ing methods: a survey in face recognition[J]. IEEE Access,
2014(2): 1530-1552.

[54] %75 ¥, XUMGHE, JIFEAR. NS AR gk (1], A3
), 2020(1): 1-24.

JIANG F L, LIU P C, ZHOU X D. A review on face an-
ti-spoofing[J]. ACTA Automatica Sinica, 2020(1): 1-24.

[55] SHARIF M, BHAGAVATULA S, BAUER L, et al. A general
framework for adversarial examples with objectives[J]. ACM
Transactions on Privacy and Security, 2019, 22(3): 1-30.

[56] CHEN X, LIU C, LI B, et al. Targeted backdoor attacks on deep
learning systems using data poisoning[J]. arXiv preprint arXiv:
1712.05526, 2017.

[57] KOMKOV S, PETIUSHKO A. AdvHat: real-world adversarial
attack on ArcFace face ID system[J]. arXiv preprint arXiv:
1908.08705, 2019.

[58] THYS S, VAN RANST W, GOEDEME T. Fooling automated
surveillance cameras: adversarial patches to attack person de-

tection[C]//Proceedings of the IEEE Conference on Computer

Vision and Pattern Recognition Workshops. Piscataway: IEEE
Press, 2019: 1-7.

[59] XU K, ZHANG G, LIU S, et al. Adversarial t-shirt! evading
person detectors in a physical world[J]. arXiv preprint arXiv:
1910.11099, 2019.

[60] WANG Z, ZHENG S, SONG M, et al. advPattern: physi-

cal-world attacks on deep person re-identification via adversa-

rially transformable patterns[C]//Proceedings of the IEEE In-
ternational Conference on Computer Vision. Piscataway: IEEE

Press, 2019: 8341-8350.

WIYATNO R R, XU A. Physical adversarial textures that fool

visual object tracking[C]//Proceedings of the IEEE International

[61

—

Conference on Computer Vision. Piscataway: IEEE Press, 2019:
4822-4831.

[62] SUN Q, MA L, JOON OH S, et al. Natural and effective obfus-
cation by head inpainting[C]//Proceedings of the IEEE Confe-
rence on Computer Vision and Pattern Recognition. Piscataway:
IEEE Press, 2018: 5050-5059.

[63] GROSS R, SWEENEY L, DE LA TORRE F, et al. Model-based
face de-identification[C]//Proceedings of 2006 Conference on
Computer Vision and Pattern Recognition Workshop. Piscata-
way: IEEE Press, 2006: 161-161.

[64] NEUSTAEDTER C, GREENBERG S, BOYLE M. Blur filtra-
tion fails to preserve privacy for home-based video conferenc-
ing[J]. ACM Transactions on Computer-Human Interaction,
2006, 13(1): 1-36.

[65] NEWTON E M, SWEENEY L, MALIN B. Preserving privacy
by de-identifying face images[J]. IEEE Transactions on Know-
ledge and Data Engineering, 2005, 17(2): 232-243.

[66] PADILLA-LOPEZ J R, CHAARAOUI A A, FLOREZ- RE-

=

VUELTA F. Visual privacy protection methods: a survey[J].
Expert Systems with Applications, 2015, 42(9): 4177-4195.

MEDEN B, EMERSIC Z, STRUC V, et al. k-Same-Net: neur-
al-network-based face deidentification[C]//Proceedings of 2017

[67

—

International Conference and Workshop on Bioinspired Intelli-
gence. Piscataway: IEEE Press, 2017: 1-7.

HUKKELAS H, MESTER R, LINDSETH F. DeepPrivacy: a
generative adversarial network for face anonymization[C]//

[68

[}

Proceedings of International Symposium on Visual Computing.
Berlin: Springer, 2019: 565-578.

[69]1 WU Y, YANG F, XU Y, et al. Privacy-protective-GAN for pri-
vacy preserving face de-identification[J]. Journal of Computer
Science and Technology, 2019, 34(1): 47-60.

[70] SUN Q, MA L, JOON OH S, et al. Natural and effective obfus-

cation by head inpainting[C]//Proceedings of the IEEE Confe-

rence on Computer Vision and Pattern Recognition. Piscataway:

IEEE Press, 2018: 5050-5059.

GAFNI O, WOLF L, TAIGMAN Y. Live face de-identification

in video[C]//Proceedings of the IEEE International Conference

[71

—



[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

16«

on Computer Vision. Piscataway: IEEE Press, 2019: 9378-9387.
GU X, LUO W, RYOO M S, et al. Password-conditioned ano-
nymization and deanonymization with face identity transfor-
mers[J]. arXiv preprint arXiv: 1911.11759, 2019.

OTHMAN A, ROSS A. Privacy of facial soft biometrics: sup-
pressing gender but retaining identity[C]//Proceedings of Euro-
pean Conference on Computer Vision. Berlin: Springer, 2014:
682-696.

MIRJALILI V, ROSS A. Soft biometric privacy: retaining bio-
metric utility of face images while perturbing gender[C]//Pro-
ceedings of 2017 IEEE International Joint Conference on Bio-
metrics (IJCB). Piscataway: IEEE Press, 2017: 564-573.
CHHABRA S, SINGH R, VATSA M, et al. Anonymizing
k-facial attributes via adversarial perturbations[J]. arXiv pre-
print arXiv: 1805.09380, 2018.
MIRJALILI V, RASCHKA S, ROSS A. PrivacyNet:
semi-adversarial networks for multi-attribute face privacy[J].
arXiv preprint arXiv: 2001.00561, 2020.

YI D, LEI Z, LIAO S, et al. Learning face representation from
scratch[J]. arXiv preprint arXiv: 1411.7923, 2014.

GUO Y, ZHANG L, HU Y, et al. Ms-celeb-1m: a dataset and
benchmark for large-scale face recognition[C]//Proceedings of
European Conference on Computer Vision. Berlin: Springer,
2016: 87-102.

HUANG G B, MATTAR M, BERG T, et al. Labeled faces in
the wild: a database forstudying face recognition in uncon-
strained environments[Z]. 2008.

LIU W, WEN Y, YU Z, et al. Sphereface: deep hypersphere
embedding for face recognition[C]//Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition. Pis-
cataway: IEEE Press, 2017: 212-220.

DENG J, GUO J, XUE N, et al. Arcface: additive angular mar-
gin loss for deep face recognition[C]//Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition. Pis-
cataway: IEEE Press, 2019: 4690-4699.

CHEN S, LIU Y, GAO X, et al. Mobilefacenets: efficient CNNs
for accurate real-time face verification on mobile devic-
es[C]//Proceedings of Chinese Conference on Biometric Rec-
ognition. Berlin: Springer, 2018: 428-438.

SCHROFF F, KALENICHENKO D, PHILBIN J. FACENET: a
unified embedding for face recognition and cluster-
ing[C]//Proceedings of the IEEE conference on computer vision
and pattern recognition. IEEE Press, 2015:
815-823.

LIU Z, LUO P, WANG X, et al. Deep learning face attributes in

Piscataway:

the wild[C]//Proceedings of the IEEE International Conference

[85]

[86]

[87]

[88]

[89

—

[90

=

[91

—

[92]

[93

[t}

[94

fiar)

[95]

[96]

on Computer Vision. Piscataway: IEEE Press, 2015: 3730-3738.
KARRAS T, AILA T, LAINE S, et al. Progressive growing of
gans for improved quality, stability, and variation[J]. arXiv pre-
print arXiv:1710.10196, 2017.

PARKHI O M, VEDALDI A, ZISSERMAN A. Deep face rec-
ognition[Z]. 2015.

ZHENG L, SHEN L, TIAN L, et al. Scalable person
re-identification: a benchmark[C]//Proceedings of the IEEE in-
ternational Conference on Computer Vision. Piscataway: IEEE
Press, 2015: 1116-1124.

ZHENG Z, ZHENG L, YANG Y. Unlabeled samples generated
by GAN improve the person re-identification baseline in vi-
tro[C]//Proceedings of the IEEE International Conference on
Computer Vision. Piscataway: IEEE Press, 2017: 3754-3762.

LI W, ZHU X, GONG S. Harmonious attention network for
person re-identification[C]//Proceedings of the IEEE Confe-
rence on Computer Vision and Pattern Recognition. Piscataway:
IEEE Press, 2018: 2285-2294.

WANG C, ZHANG Q, HUANG C, et al. Mancs: a multi-task
attentional network with curriculum sampling for person
re-identification[C]//Proceedings of the European Conference
on Computer Vision. Piscataway: IEEE Press, 2018: 365-381.
LUO H, GU Y, LIAO X, et al. Bag of tricks and a strong base-
line for deep person re-identification[C]//Proceedings of the
IEEE Conference on Computer Vision and Pattern Recognition
Workshops. Piscataway: IEEE Press, 2019: 1-9.

WEI L, ZHANG S, GAO W, et al. Person transfer GAN to
bridge domain gap for person re-identification[C]//Proceedings
of the IEEE Conference on Computer Vision and Pattern Rec-
ognition. Piscataway: IEEE Press, 2018: 79-88.

WANG L, TAN T, NING H, et al. Silhouette analysis-based gait
recognition for human identification[J]. IEEE Transactions on
Pattern Analysis and Machine Intelligence, 2003, 25(12):
1505-1518.

ZHENG S, ZHANG J, HUANG K, et al. Robust view trans-
formation model for gait recognition[C]//Proceedings of 2011
18th IEEE International Conference on Image Processing. Pis-
cataway: IEEE Press, 2011: 2073-2076.

WU Z, HUANG Y, WANG L, et al. A comprehensive study on
cross-view gait based human identification with deep CNNs[J].
IEEE Transactions on Pattern Analysis and Machine Intelli-
gence, 2016, 39(2): 209-226.

CHAO H, HE Y, ZHANG J, et al. Gaitset: regarding gait as a
set for cross-view gait recognition[C]//Proceedings of the AAAI
Conference on Artificial Intelligence. Honolulu: AAAI Press,

2019: 8126-8133.



17 -

BERE 2020 £ 11 #f

[97] AMOS B, LUDWICZUK B, HARKES J, et al. Openface: face
recognition with deep neural networks[C]//Proceedings of IEEE
Winter Conference on Applications of Computer Vision. Pisca-
taway: IEEE Press, 2016: 6.

[98] REN S, HE K, GIRSHICK R, et al. Faster R-CNN: towards
real-time object detection with region proposal networks[C]/
Proceedings of Advances in Neural Information Processing
Systems. Montréal: ACM Press, 2015: 91-99.

[99] REDMON J, FARHADI A. YOLO9000: better, faster, strong-
er[C]//Proceedings of the IEEE Conference on Computer Vision
and Pattern Recognition. Piscataway: IEEE Press, 2017:
7263-7271.

[100] DALAL N, TRIGGS B. Histograms of oriented gradients for
human detection[C]//Proceedings of 2005 IEEE Computer So-
ciety Conference on Computer Vision and Pattern Recognition.
Piscataway: IEEE Press, 2005: 886-893.

[101] HELD D, THRUN S, SAVARESE S. Learning to track at 100
fps with deep regression networks[C]//Proceedings of European
Conference on Computer Vision. Berlin: Springer, 2016:
749-765.

[102] LI A, TAN Z, LI X, et al. CASIA-SURF CeFA: a benchmark
for multi-modal cross-ethnicity face anti-spoofing[J]. arXiv
preprint arXiv: 2003.05136, 2020.

[103] WANG G, HAN H, SHAN S, et al. Improving cross-database
face presentation attack detection via adversarial domain adap-
tation[C]//Proceedings of International Conference on Biome-
trics (ICB). Crete: IEEE Press, 2019: 1-8.

[104] HENDRYCKS D, ZHAO K, BASART S, et al. Natural adver-
sarial examples[J]. arXiv preprint arXiv: 1907.07174, 2019.

[HEZE ]

ZEE (191- ), 5, Wit Wem e
PR LR R 55 P BRSSO [ 5T
SRS YRN, EBATTS A AL
R RI LA 2T

B (1972- ), 5, R, FEPRHSEIR
SFEPIT RGN E (SR E ez, B
FIT A Z AR VHEENALRE . AR
GIST|EE S R

Tk (1986— ) , F, fil, FHRETER
BOK 2L 55 W B I O R A [ 51 3
SCIG AT, BT R TS
BRI A2 >

FE (1972- ), L, i, R TR
REF LR A5 P BE T S BOR [F 5 5 S
W HHIT, TR 1 B AH5
HLALTE -



	01-20293-m%~.pdf

